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BLOCK CIPHER ON THE BASE OF PSEUDO-NONDETERMINISTIC 
SEQUENCE OF CRYPTO PRIMITIVES 

There had been suggested a ne w approach to the realization of block cipher, which is based on the use of 
pseudo- nondeterministic sequence of cryptoprimitives and decomposition of a message into blocks of 
different length on each of transfer rounds. 
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Introduction 

Constantly increasing requirements to cipher, consideration of modern element base, creation of 
new types of attacks stipulate for the necessity in development and research of new approaches to 
building new block ciphers. 

According to the realization of ciphering function there had been singled out the block cipher, 
built on the base of Feistel network [1, 2, 3], alteration of procedures of replacement and globing 
(SP-networks) [1, 4, 5], structure “Square” [1, 6] and controlled operation [7]. 

Block ciphers on the base of Feistel networks suffer from a drawback from the point of view of 
speed and simplicity of operations flow, since only a half of block of input message is been 
ciphered [8]. Use of table substitutes in a quality manner influences the speed of ciphering, based 
upon the SP-networks and structure “Square”. 

The Objective of the work 

The objective of the paper is to improve the speed of block ciphering of data, insuring the set level 
of cryptographic stability by developing block cipher on the base of pseudo- nondeterministic 
cryptoprimitives. 

Task setting 

Any block cipher may be described by the following algebraical model: 
{ },∑= DECKM ,,,,  

where { }jm=M  − set of open messages ( )Jjj K= ; { }ik=K  − set of keys ( )Iii K= ; { }jc=C  − 
set of crypts; { }kiE=E  − set of algorithms for encryption; { }kiD=D  − set of algorithms for 
decryption. 

Set Е is formed by the reflection of М×K→C, and kiE  is described by function ( )ji mkF , . 
Reflection C×K→M forms the set D of algorithms for decryption kiD . Some decryption algorithms 

are described by function ( )ji mkF ,1− . 
Usually, algorithms for encryption and decryption are iterational and consist of sequence R  of 

transformations (rounds) [9]. Each transformation round uses a separate round key rk , which is 
received from the general secret key K∈k . Proceeding from this, crypt С∈с  for the open 
message M∈m  and key k is received as a result of execution of sequence of round 
transformations: 
  ( ),, 1−= rrr ckFc    (1) 

where rc  − enciphered data after the r -th transformation ( )Rrccmc R K1,,1 === ; ( )1, −rr ckF  − 
function of round transformation. 
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Correspondingly the open text m for the crypt с and key k is received in the result of 
transformation: 

  ( ),, 1
1

−
−= rrr mkFm    (2) 

where rm  − decrypted data after the r -th transformation ( )Rmmcm == ,1 .  
Algebra of secret system described by K. Shennon [9, 10] describes two methods for 

combination of secret systems to receive the new secret system. 
Method which is called “weighted sum” consists of previous choice of the system iT  with some 

probability ip . After the choice is been made, the system iT , is used in correspondence with its 
definition. And as this takes place, the new system has a set of reflections, it consists of an 
aggregate of all sets of reflection, used secret systems with probabilities of their use, which equal 
the product of probability of choice of these reflections and probability of choice of secret system: 
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   (3) 
where S  – combined secret system; iT  – i -th secret system  from the set n  of secret systems; 

ip  – Probability of choice of the i -th secret system. 
Full key of the system S indicates the system which is used and the key it is used with.  
Method “product” consists of the sequent use of secret systems under condition that the system 
1+iT  has the definition area (language space) which may be compared with the definition area (crypt 

space) of the system iT , that is: 
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And the full key of the system S consists of the keys of all the systems used. 
The analysis of the considered approaches to the building block ciphers shows that ciphers on 

the base of Feistel networks, structure “Square” may be described as the product of secret systems 
(3) and iT  may be considered as the transformation round. 

Block ciphers on the base of controlled operations may be described by the product of systems 
(3). In each round, in this case there being executed different transformations with fixed sequence 
but with transient operations parameters. For example, execution of operation of cycle shift to the 
right by 3 digits in the first round and by 7 digits in the second.  

These transformation are described by the same function, but the results of previous 
transformations and round key is used as an argument.  

That is, the algorithm of block ciphers is determined by the size of the key, complexity of the 
operation performed or number of rounds during the use of simple operations. 

To reduce the number of rounds, which means the increase in speed of encryption,   using the set 
of simple operations, we suggest to use non-deterministic sequence of operations (from the point of 
view of intruder) which is determined by a secret key.  

Since the encryption will use special set of the algorithms, in which the sequence of the 
operations is determined by the key, then in future these algorithms will called pseudo 
nondeterministic. Such an approach to encryption will encourage the intruder to sort out all possible 
encryption algorithms. 

Idea of building block cipher 

Block cipher is suggested to be on the base of using pseudo-nondeterministic algorithms. In 
general case they consist of a set of functions of transformation LFFF K,, 21 and operations which, 
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using the secret key k  form the sequence ( ) ( ) )(,,2,1 iaaa K  [10]. 
Procedure of encryption of open message m  using k consists in application of function F in 

order, determined by the sequence a(i): 
  ( ) ( ) ( )( )( )( )( )KK mFaFaFmFс iak 12)(==    (5) 

Thus, encryption algorithm on the base of pseudo-nondeterministic sequences of 
cryptoprimitives consists of known transformations, which enable to theoretically evaluate the 
stability of cipher, according to the Kerckoffs’s principle, but the order of their use is determined by 
secret key k and is non-deterministic process from the point of view of cryptoanalyst. 

The idea of the suggested approach consists in the following: the transformations in each of 
rounds of elementary transformations (creptoprimitives), the set and sequences of execution of 
which is determined by specific set of features which are formed from key information. 

From the point of view of secret system of Shannon’s, this block cipher may be presented as a 
combination of “weighted sum” (3) and “product” (4), that is: 

∏ ∑
= =

⋅=
n

i
ij

m

j
ij TpS

1 1
)( , .1

1
=∑

=

m

j
ijp   

Proceeding form the above, we suggest the following model of block cipher 

  { }∑= ,,,,,, CPQF,FKM DE    (6) 

where { }jm=M  – set of open messages; { }ik=K  – set of keys; { }EkiF=EF  – set of transformation 
functions for encryption; { }DkiF=DF  – set of transformation functions for decryption; { }pq=Q  – 
set of factors ( )Pp K1= ; { }hb=B  – set of basic operations ( )Hh K1= ; { }jc=C  – set of crypts. 

The main aspects of the suggested approach is the realization of function of formation of 
identifiers Q and realization of choice of basic operations В. 

Identifier Q∈q  is a set of operations В, which compose the round function F , therefore the 
transformation on the specific stage of an algorithm will look: 

( ),, rqqr kcFP =  

where rP  – round transformation; qF  – function of round transformation is determined by 
identifier q ; qc  – information which is processed in the current round. 

Thus the algorithm of block ciphering A may be presented by an aggregate of round 
transformations rP , function, transformation of which as well as the structure of the data, processed 
by them, dependent on identifiers q : 

{ }.,P,,PP RK21=A  

Process of transformation identifiers’ formation stipulates for determination of the following 
identifiers, which are to be singled out on each stage of encryption from the key information 
(current round subkey rk ):  

− Number of subblocks pbQ ; 
− Bitwise of the subblock rbQ  (біт); 
− Function type of round transformation vpQ . 

Each of these identifiers is a whole number within a set limits. 
The structure of the processed block for the given cipher consists of the specific number of 

subblocks of variable length. The number of blocks and their length shall be determined by the 
identifiers pbQ  and rbQ . Considering the above, the length of the block bN : 
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.rbpbb QQN ⋅=  

Fig. 1 presents the sample of division of the processed information on blocks of variable length 

 
The peculiarities of the suggested approach stipulate for a big number of possible modifications 

of algorithms of block ciphering. The selected range of identifier’s values enables to build mN  of 
different algorithms for one round of transformation: 

.vprbpbm QQQN ⋅⋅=  

Uncertainty for an intruder in the specific sequence of cryptoprimitives in the specific algorithm 
of encryption practically disable the previous research of statistic peculiarities of each of them 
which significantly complicates the task of cryptoanalyses. 

Basic operation for pseudo-nondeterministic block cipher 

To build the pseudo-nondeterministic algorithm, the authors suggest a number of basic 
operations B, consisting of two kinds of operations: one-operand and two-operand. One operand 
operations are executed on one subblock of data (cyclic shift by k  bit inversion, absence of 
transformation). Two-operand operations are executed on two subblocks of data (addition on 
module 2, addition on module 2n, rearrangement of subblock). 

Schematic designation of the suggested set of basic operations and their mnemonic description is 
given in table 1. 

Table 1 

Basic operations 

Name of operation Schematic designation Mnemonic designation 
One-operand operations 

Absence of transformation NOP 

Data inversion NOT 

Cycle shift to the right 
on k bit LLC 

m1 (Nb=3⋅8=24 bits) m2 (Nb=4⋅16=64 bits) ………  mN1 (Nb=3⋅32=96 bits)

c1 (Nb=2⋅8= 
=16 bits) 

c2 (Nb=5⋅32=160 bits) ……… cN2 (Nb=3⋅8=24 bits)

c1 (Nb=5⋅8=40 bits) c3 (Nb=4⋅8= 
=32 bits) 

…… cNR (Nb=4⋅64=256 bits) c2 (Nb=2⋅8= 
=16 bits) 

r1: 

r2: 

R: 

………… 

Fig. 1. Scheme of division into blocks of variable length

>> k
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Cycle shift to the left 
on k bit RLC 

Two-operand operations 

Blocks rearrangement  РR 

Two-operand lefthandside operations  

Addition on module 2n Ln 

Adding on module 2  L2 

Two-operand righthandside operations 

Adding on module 2n Rn 

Adding on module 2  R2 

The above operations allow to build the big number of cryptoprimitives and their modifications 
for operation in block cipher. 

Let’s consider the variants of the possible transformations of block cipher using the presented set 
of basic operations. Let’s introduce some designation:  

Р – transformation; Oa – execution of one-operand operation on subblock a ( )pbQa K1= ; 
Dab – execution of two-operand operation on subblocks a and b ( )abQb pb 〉= ,1K ; РRab – 
rearrangement of subblocks a and b; ⎜⎜ – parallel execution of actions; → – sequence execution of 
actions. 

Samples of possible transformation for different number of subblocks and their schematic 
mnemonic description are presented in table 2. 

Table 2 

Designations of transformations 

Schematic designation Mnemonic designation 

 

P=NOP1⎜⎜NOT2 

2n

2n 

<<

1 2 

k
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P=L2
12→PR12 

P=(NOT1⎜⎜L2
23)→PR (PR12→PR23) 

 

P=(R2
12⎜⎜L2

34)→ 
→(NOT1⎜⎜NOP2⎜⎜NOT3⎜⎜NOP4)→ 

→PR(PR23→PR12→PR32) 

P=(NOP1⎜⎜R2
23⎜⎜NOT4⎜⎜RLC5)→ 

→(LLC1⎜⎜L2
24⎜⎜R2

35)→ 
→PR (PR23→PR12→PR34→PR45) 

The formed set of basic operation B is the basic one for round transformations with different 
structure and the suggested mnemonic description of operations determines their structure. 

The use of the suggested idea of block cipher allows to achieve the corresponding level of 
cryptographic stability of block ciphers with the determined structure, due to the use of pseudo-
nondeterministic sequences of cryptoprimitives. This allows to decrease the number of rounds of 
cipher R and simplify the function of round transformation F, using operations, which are quickly 
made on modern processors, without the loss of cryptostability. The above allows to achieve the 
increase in speed of block ciphering. 

Conclusions 

There had been suggested the new approach to the realization of block cipher, which is based on 
use of pseudo-nondeterministic sequence of cryptoprimitives and division of message into blocks of 
variable length on each round of transformation. This allows to complicate the break of the cipher, 
since it requires sorting out all the possible combinations of basic operations on each of the rounds 
and all possible variants of message division into blocks and subblocks. 
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