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BLOCK CIPHER ON THE BASE OF PSEUDO-NONDETERMINISTIC
SEQUENCE OF CRYPTO PRIMITIVES

There had been suggested a ne w approach to the realization of block cipher, which is based on the use of
pseudo- nondeterministic sequence of cryptoprimitives and decomposition of a message into blocks of
different length on each of transfer rounds.
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Introduction

Constantly increasing requirements to cipher, consideration of modern element base, creation of
new types of attacks stipulate for the necessity in development and research of new approaches to
building new block ciphers.

According to the realization of ciphering function there had been singled out the block cipher,
built on the base of Feistel network [1, 2, 3], alteration of procedures of replacement and globing
(SP-networks) [1, 4, 5], structure “Square” [1, 6] and controlled operation [7].

Block ciphers on the base of Feistel networks suffer from a drawback from the point of view of
speed and simplicity of operations flow, since only a half of block of input message is been
ciphered [8]. Use of table substitutes in a quality manner influences the speed of ciphering, based
upon the SP-networks and structure “Square”.

The Objective of the work

The objective of the paper is to improve the speed of block ciphering of data, insuring the set level
of cryptographic stability by developing block cipher on the base of pseudo- nondeterministic
cryptoprimitives.

Task setting
Any block cipher may be described by the following algebraical model:
> ={M,K.CE,D},
where M = {mj} — set of open messages (j=j...J); K={k} —set of keys (i=i...]); C= {cj} -
set of crypts; E= {E ki} — set of algorithms for encryption; D= {Dki} — set of algorithms for

decryption.
Set E is formed by the reflection of MxK—C, and Ej; is described by function F (k,-,m j).

Reflection CxK—M forms the set D of algorithms for decryption D,;. Some decryption algorithms

are described by function F~! (kl-, m j).
Usually, algorithms for encryption and decryption are iterational and consist of sequence R of
transformations (rounds) [9]. Each transformation round uses a separate round key k,, which is

received from the general secret key k € K. Proceeding from this, crypt ¢ e C for the open
message meM and key kis received as a result of execution of sequence of round
transformations:

Cr =F(kr,Cr_1), (1)
where ¢, — enciphered data after the 7 -th transformation (cl =m,c=Cp,r = 1...R); Flk.,c. ) -
function of round transformation.
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Correspondingly the open text m for the crypt ¢ and key k is received in the result of
transformation:

m :Fil(kr’mr—l )’ (2)

where m, — decrypted data after the 7 -th transformation (m;, = ¢,m = my ).
Algebra of secret system described by K. Shennon [9, 10] describes two methods for
combination of secret systems to receive the new secret system.

Method which is called “weighted sum” consists of previous choice of the system 7; with some

probability p;. After the choice is been made, the system 7, is used in correspondence with its

definition. And as this takes place, the new system has a set of reflections, it consists of an
aggregate of all sets of reflection, used secret systems with probabilities of their use, which equal
the product of probability of choice of these reflections and probability of choice of secret system:

n n
S=>pi-T;, D.pi =1,
i=1 i=1

where § — combined secret system; 7; —

3)
i -th secret system from the set n of secret systems;
p; — Probability of choice of the i-th secret system.

Full key of the system S indicates the system which is used and the key it is used with.
Method “product” consists of the sequent use of secret systems under condition that the system
T}, has the definition area (language space) which may be compared with the definition area (crypt

space) of the system 7}, that is:

S :f[T,.. (4)
i=1

And the full key of the system S consists of the keys of all the systems used.

The analysis of the considered approaches to the building block ciphers shows that ciphers on
the base of Feistel networks, structure “Square” may be described as the product of secret systems
(3) and T, may be considered as the transformation round.

1

Block ciphers on the base of controlled operations may be described by the product of systems
(3). In each round, in this case there being executed different transformations with fixed sequence
but with transient operations parameters. For example, execution of operation of cycle shift to the
right by 3 digits in the first round and by 7 digits in the second.

These transformation are described by the same function, but the results of previous
transformations and round key is used as an argument.

That is, the algorithm of block ciphers is determined by the size of the key, complexity of the
operation performed or number of rounds during the use of simple operations.

To reduce the number of rounds, which means the increase in speed of encryption, using the set
of simple operations, we suggest to use non-deterministic sequence of operations (from the point of
view of intruder) which is determined by a secret key.

Since the encryption will use special set of the algorithms, in which the sequence of the
operations is determined by the key, then in future these algorithms will called pseudo
nondeterministic. Such an approach to encryption will encourage the intruder to sort out all possible
encryption algorithms.

Idea of building block cipher

Block cipher is suggested to be on the base of using pseudo-nondeterministic algorithms. In
general case they consist of a set of functions of transformation F,F,,...F; and operations which,
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using the secret key £ form the sequence a(l),a(2),. ..,a(i) [10].

Procedure of encryption of open message m using k consists in application of function F in
order, determined by the sequence a(i):

= Fylm)= Fy o (Fa2)Fallon))..) ®)

Thus, encryption algorithm on the base of pseudo-nondeterministic sequences of
cryptoprimitives consists of known transformations, which enable to theoretically evaluate the
stability of cipher, according to the Kerckoffs’s principle, but the order of their use is determined by
secret key k and is non-deterministic process from the point of view of cryptoanalyst.

The idea of the suggested approach consists in the following: the transformations in each of
rounds of elementary transformations (creptoprimitives), the set and sequences of execution of
which is determined by specific set of features which are formed from key information.

From the point of view of secret system of Shannon’s, this block cipher may be presented as a
combination of “weighted sum” (3) and “product” (4), that is:

S =]l[(ipy -T,-j),ip,»j =1.

i=1 j=1 j=
Proceeding form the above, we suggest the following model of block cipher

> ={M.K,Fg,F,,Q,P,C}, (6)

where M = {m j} — set of open messages; K = {k,-} —set of keys; Fg = {F Ekl-} — set of transformation

functions for encryption; Fy = {F Dki} — set of transformation functions for decryption; Q = {q p} —

set of factors (p =1...P); B ={b, } — set of basic operations (A =1...H); C= {cj} — set of crypts.

The main aspects of the suggested approach is the realization of function of formation of
identifiers Q and realization of choice of basic operations B.
Identifier ¢ € Q is a set of operations B, which compose the round function F, therefore the

transformation on the specific stage of an algorithm will look:

P =F,(c, .k, )
where B, — round transformation; F, — function of round transformation is determined by
identifier ¢ ; ¢, —information which is processed in the current round.

Thus the algorithm of block ciphering A may be presented by an aggregate of round
transformations P,, function, transformation of which as well as the structure of the data, processed

by them, dependent on identifiers ¢ :
A={B.P,,....Py}

Process of transformation identifiers’ formation stipulates for determination of the following
identifiers, which are to be singled out on each stage of encryption from the key information
(current round subkey £, ):

— Number of subblocks O, ;
— Bitwise of the subblock Q,; (6it);
— Function type of round transformation Q,, .

Each of these identifiers is a whole number within a set limits.

The structure of the processed block for the given cipher consists of the specific number of
subblocks of variable length. The number of blocks and their length shall be determined by the
identifiers 0, and Q,;. Considering the above, the length of the block N, :
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Nb = Qpb 'Qrb'

Fig. 1 presents the sample of division of the processed information on blocks of variable length

rlr |m, (Np=3-8=24 bits) m, (Ny=4-16=64 bits) | ----e- M1 (Np=3-32=96 bits)
r2: | C1(Np=2-8= c» (Ny=5-32=160 bits) | ceerevnes cnz (Np=3-8=24 bits)
=16 bits)
R: =5.8= i C> (Nb:2'8: Cs (Nb:4'8: ...... =4. = i
c1 (Np=5-8=40 bits) 216 bits) 232 bits) cnr (Np=4-64=256 bits)

Fig. 1. Scheme of division into blocks of variable length

The peculiarities of the suggested approach stipulate for a big number of possible modifications
of algorithms of block ciphering. The selected range of identifier’s values enables to build N,, of

different algorithms for one round of transformation:
Nm = Qpb ’ Qrb ’ va‘

Uncertainty for an intruder in the specific sequence of cryptoprimitives in the specific algorithm
of encryption practically disable the previous research of statistic peculiarities of each of them
which significantly complicates the task of cryptoanalyses.

Basic operation for pseudo-nondeterministic block cipher

To build the pseudo-nondeterministic algorithm, the authors suggest a number of basic
operations B, consisting of two kinds of operations: one-operand and two-operand. One operand
operations are executed on one subblock of data (cyclic shift by & bit inversion, absence of
transformation). Two-operand operations are executed on two subblocks of data (addition on
module 2, addition on module 2", rearrangement of subblock).

Schematic designation of the suggested set of basic operations and their mnemonic description is
given in table 1.

Table 1

Basic operations
Name of operation | Schematic designation Mnemonic designation
One-operand operations
Absence of transformation NOP
v
Data inversion NOT
Cycle .Shlft to the right K LLC
on k bit
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Cycle .Shlft to the left K RLC
on k bit
Two-operand operations
Blocks rearrangement PR
Two-operand lefthandside operations
Addition on module 2" ><> L"
2n
\4 v
Adding on module 2 =<\ L?
v v
Two-operand righthandside operations
. n Ny n
Adding on module 2 NP2 R
2n
v v
Adding on module 2 ()4 R’
\4 \4

The above operations allow to build the big number of cryptoprimitives and their modifications
for operation in block cipher.
Let’s consider the variants of the possible transformations of block cipher using the presented set
of basic operations. Let’s introduce some designation:
P — transformation; O, — execution of one-operand operation on subblock a (a = 1...Qpb);

D, — execution of two-operand operation on subblocks a and b (bzl...Qpb,b>a); PR,y —

rearrangement of subblocks @ and b; || — parallel execution of actions; — — sequence execution of
actions.

Samples of possible transformation for different number of subblocks and their schematic
mnemonic description are presented in table 2.

Table 2

Designations of transformations

Schematic designation Mnemonic designation

1 2

P=NOP,|| NOT,
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1 2
P:L212—>PR12
1 2 3
w P=(NOT|| L%3)—>PR (PR;>—>PRy;)
1 2 3 4
P:(R212| | |-234)—>
—(NOT4|NOP,| | NOT4 | NOP,)—
—)PR(PR23—)PR1 2—)PR32)
1 2 3 4 5
> é K
N P=(NOP4|| R%3 | NOT,| RLCs)—>
(MNe —(LLC | L4 | R%5)—
k W > PR (PRy;—>PR1»—>PR3,—>PRys)

The formed set of basic operation B is the basic one for round transformations with different
structure and the suggested mnemonic description of operations determines their structure.

The use of the suggested idea of block cipher allows to achieve the corresponding level of
cryptographic stability of block ciphers with the determined structure, due to the use of pseudo-
nondeterministic sequences of cryptoprimitives. This allows to decrease the number of rounds of
cipher R and simplify the function of round transformation £, using operations, which are quickly
made on modern processors, without the loss of cryptostability. The above allows to achieve the
increase in speed of block ciphering.

Conclusions

There had been suggested the new approach to the realization of block cipher, which is based on
use of pseudo-nondeterministic sequence of cryptoprimitives and division of message into blocks of
variable length on each round of transformation. This allows to complicate the break of the cipher,
since it requires sorting out all the possible combinations of basic operations on each of the rounds
and all possible variants of message division into blocks and subblocks.

REFERENCES

1. ArpanoBckuii A. B. [Ilpaktuyeckas kpunrorpadus: ajlropuTMbl W HUX TNpPOrpaMMHpOBaHHE /
A. B. Arpanosckuii, P. A. Xagu. — M.: COJIOH-IIpecc, 2002. — 256 c.

2. WBanoB M. A. Kpunrorpaduueckue MeTOABl 3alIUTHl MHGOPMALMM B KOMIIBIOTEPHBIX CHCTEMax H CeTAX /
M. A. Uanos. — M.: KYJIUII-OBPA3, 2001. — 346 c.

Haykogi npaui BHTY, 2010, Ne 4 6




INFORMATIONAL TECHNOLOGIES AND COMPUTER ENGINEERING

3. Inaitep b. Ilpuknagnas xpunrorpacus. [IpoToKonbl, aIropuTMbl M HUCXOIHBIE TEKCTHI Ha s3blke Cu. / B.
[nuatiep. — M.: TPUYM®, 2003. — 816 c.: ui.

4. Kam J. Structured design of substitution-permutation encryption networks / J. Kam, G. Davida // IEEE
Transactions on Computers. — 1979. — Vol. 28, Ne10. — P. 747.

5. Heys H. Substitution-permutation networks resistant to deferential and linear cryptanalysis / H. Heys,
S. Tavares // Journal of Cryptology. — 1996. — Vol. 9, Nel. —P.1 — 19.

6. Daemen J. The block cipher SQUARE / J. Daemen, V. Rijmen, L. Knudsen // Fast Software Encryption: FSE'97,
Israel, January 1997 / Computer Science. Springer — Verlag. — 1997. — Vol. 1267. — P. 149 — 165.

7. Monnossan H. A. Kpuntorpadus: oT IpUMUTUBOB K CHHTE3y aaroputMos. / H. A. MonnossH, A. A. MonjoBsH,
M. A. Edbpemos. — CI16.: BXB-IlerepOypr, 2004. — 448 c.

8. Andepor A. I1. OcHoBsl kpuntorpaduu / A. I1. Andepos, A. 0. 3y6os, A. C. Kyamun. — M.: I'enroc APB,
2001.-479 c.

9. lllennon K. Pabotsl o Teopuu napopmanyu u kibepueruku / K. lllennon — M., 1963. — 829 c.

10. Anurees M. I'. Beenenune B kpunrorpadiro. U.1. OCHOBHbIC MOHATHS, 33Ja4ydl U METOJAbI Kpunrorpapuu /
M. T. Anurees. — PoctoB-na-Jlony: PoctoBckuii roc. yu-t, 2002. — 35 c.

Volodymyr Luzhetskyy — Doctor of Technical Sciences, Professor, Heat of the Department for
Information Protection.

Alina Ostapenko — post graduate student with the Department for Information Protection.
Vinnytsia National Technical University.

Haykogi npaui BHTY, 2010, Ne 4 7



